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PiIVaey/ anadl SECUrIty
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(©OlIESe @njectives

S @VERIEWGIRFIPAA
PrRVacy/Seclby Regulations

s ProVviderawareness training to assist
Vou i complying Withrthe
regulations

o Provide information on hew: to
report 1ssues/concerns.




HIPAASIaNdS; fior
REZIbNsURERce Portability

R VACCOURLaRIINITEY Act

IHIRAATEGUIres covered entities to

s Protect thePrvacy ol Health
I RiermMation

o Provide Security for Health
Information




I ZAVASPIIVAGY, & SEcurity
piEEaNER I Rformation

VWisaimsiEhoiecieaNs ezl nfermation (PHI)?

e PHI is individually identifiable information that is
maintained or transmitted in any form.

PHI is any information, verbal or recorded, relating to
the health, healthcare or payment for health care
provided.

The information does not have to be created by your
organization to be considered PHI.




I ZAVASPIIVAGY, & SEcurity
piEEaNER I Rformation

REIVIEVISER

« PHI comes in many forms: electronic, paper &
verball.

©* PHIisnot limited to a patient’s clinical information. It
n Includes any information that can identify the patient.

- Examples: Name, MRN, Address, SS#, Date of Birth,
i | Billing Information, Photos, Telephone #




= | RZAVAN
@lyEniZzelenaiNResponsibilities

Covered entities (providers, payers, clearinghouses) are
allowed to use and/or disclose PHI in the normal course of
providing treatment, payment and health care operations.

Treatment is the coordination of health care or other services.

Payment includes billing, claims management, medical
necessity, utilization review activities, determination of
coverage.

Health Care Operations includes quality improvement
activities, credentialing, training, underwriting, compliance
services, business planning and development, business
management and general administration.




HIPAA
@hyEniZelenaiNRespoensibilities

INoiice  of Privacy Practices

A document given to each patient at the first point of
service

Details how provider uses, discloses and protects PHI for
purposes of treatment, payment and health care
operations

Defines the patient’s rights under HIPAA

Explains how provider uses PHI for Marketing,
Fundraising and Research

Explains how to file a complaint with provider or with
the Department of Health and Human Services




ISPAA
@lgEniZzelienalfReEquUIrements

ISUBIIRESSPASSeCIate Agreements

IBUSINESS 2SSOCIAES AlE DEISONS O
eloanIZateRs uhalt

e Perform a service on behalf of the provider

* The Service requires the use/disclosure of patient’s

Protected Health Information

n A Business Assoclate Agreement Is required to
| assure that the business associate will protect

and secure PHI as required by HIPAA
J \ standards.




SHEPAAAUthorization

IStERCESAVHEREVAULHOZatBNA IS FequIred:

=iEcoVeEred i enuiyAWants teruse PHI fior iits own uses, or for uses
ey CUHEISNOLERthanitreatment, payment or healthcare
goaretions)

= NMESTINSLENCES) PIFOKE Lo disclosing Infermation contained in
[BSY/CIBUEREN/ NBIES

= Viestimarketing communications using health information

PatIenis ave afght terreveke thellr autherization at any time.

Instances where Authorization IS not required:
— Health oversight release
— |Law enforcement
— Public healthractivities
— \Workers compensation




llcidental Disclosures

RIEAYANGOESTNOLE prevent
HESPIEISHiIReRIUSING

— Whiteboards on hospital floors

— Sign-in sheets or calling patients
by name at the clinic desks, or

— Leaving messages on patient’s
answering machine




SHEPAANGUIdance

AleUENpIReVICdErS are not reguired to
glimiateralisncidental disclosures™

Broviders must:

— Have reasonable, common Sense
policies and procedures, AND

— Apply the minimum necessary
standard




ViiRIgeRasNecessary.

Empleyeesimusttakerreasonanle efforts to access, use and
WISEIOSENORIVAHENIRIMUMIamount off health information
ECESSARALCICOMPBIELE UIEI [619.

IVIRIMUMMECESsanyalSorapPlIES to When We are reguesting
O dIsclesInoNRIGEMauenR e anetner health care provider.

PDOESINOIF APPLEY IO TREATMENT SITUATIONS.




IRAAEPatient Rights

HIPAA gives specific rights to patients. These rights give
patients more control over how their health information is
used/disclosed.

RIGICIENACCESS P

v' A patient can request to review or obtain copies of their PHI.
v' STATE LAWS and HIPAA govern the review and release of PHI.

v' Patients requesting access to their records should be directed to
Medical Records Release of Information Department
(ROI).

RIght te Request RestrIctions

v’ A patient has the right to request restrictions on the use and
disclosure of their PHI.

v" Such requests will be reviewed on a case-by-case basis.
v" HIPAA does not require the provider to accommodate all requests.




IRAAEPatient Rights

HIPAA gives specific rights to patients. These rights give
patients more control over how their health information is
used/disclosed.

RIGIReRERPACCeURtIRe ol PHI Disclosures

v_ A patient has a right to an account of the disclosures of their
PHI that the provider has made without an authorization.

v" There are exceptions for the accounting. Disclosures that will
NOT be listed in the accounting include disclosures for
treatment, payment, health care operations or PHI released
with a signed authorization.

RIght to' Reguest an Amendment to PHI

v' A patient has the right to request an amendment to their
medical record.

v" Requests for amendments will be reviewed by a health care
professional. In most cases this will be the physician
responsible for the documentation.




IPAAE Patient Rights

HIPAA gives specific rights to patients. These rights give patients more
control over how their health information is used/disclosed.

RIGINCNREGUESHEConTIdential

EOMMUCEHERS

v A patient can request that we communicate with them by an
alternate means or at an alternate location.

v" Provider must accommodate reasonable requests for the
communications. Examples might be requests that information be
sent to a work address/phone # rather than a home address/phone #.

RIght to Eile a Complait

v A patient has the right to file a complaint if they believe their
privacy rights have been violated.

v' To file a complaint with the US Dept of Health and
Human Services, Office of Civil Rights (OCR), call toll
free 1-800-368-1019.




HIPAA Security

(GEREAINREGUIEMENTS

» ERstirercennidentiality, itegrity and

avanzpiimyenre=PIi=l.
. Protect against thireats or hazards

. Protect against inappropriate uses
or: disclesures

. Ensure compliance by the workforce




SECU DETIRItions

PRIVaGY =Rightefian individual to control personal
Igifospletti o)

Confidentiality’= Only the right people see it and
USe: it

Ir\‘l'egr'i‘l‘y — [he Information s What It IS supposed
n 01 e, No unauthorized alteration or destruction

. Availability — The right people can see it when

\ needed




HIPAA Security

PAssWoRENVIianagement
Creziia gifanle] Peiggyerefs
S easiv chaiaciersiong
= Se syImiels (75 %0,@) and Rumbers
= 00 et use name oi spouse; child; pet, etc.
Chiange yeur passwora at regular intervals
INever write youl password dewn
Never share your password with others




HIPAA Security

WoeKESaUeRIUSE and Security

W

" M'\ VIEREISUENE B0XS; BEsKs; files are locked as

apRropRaLe
BEAWarereiyeuFsurroundings. Pay attention
eI UREULRAGKZEC PEISORNS

|_ecate computer SCreens;so they are not
viewale by the public

When leaving work area, log-off: computer,
turn-on screen saver & lock office door




RIRAASECUrIty

EGIECIN O LI CompUter

sDENICACEGIRREMBVE haKkdwalre or
SEhtWarerenYoliFcComputer unless
alteKIZEditerderse

Dok GRen any Unknewn attachments or
emails
Report all'breaches ofi security or

suspicious activity/emails to your
SUpervisor or the Security Officer




HIPAA Security

INSINENEEE0ES

IBEEEEsHUsteWern at all times while on
c|uyey
s Should navenameranad picture fully visible

o Noalternations

. o \\/ear on UppEer torsoe
n — [Do not attach te walist, shirt sleeve, pant leg




SHEAVANVIARGALES Education
o f Vo) raie) fos

sV GrkieRcENVIINeE trained regarding
PEVaCY/SECUF PolICIES and
procedures withrrespect to PHI, as
RECESsalRY and apprepriate for the
WOrKforce to carry out thelr duties
n and! responsibilities

‘Il




ERiencement of HIPAA

Office for Civil Rights (CMS) will
enforce the Privacy Regulations

Office of HIPAA Standards (CMS)
will enforce the Security Regulations.

Enforcement is “Complaint Driven”

There are severe civil and criminal
penalties for knowingly not complying

A

r;‘\Q?@ >




HHPAA and Sanctions

SIS PAASKREGUIES that: the entity has
GERNEsaRCenRS for fartre to follow
PEIICIESIANENIKRECEAUIES

o [Keyelements of the sanction process
are
v consistent: enforcement:

v imposition of fair and consistent
disciplinary mechanisms




HIPAA Guidance

BESEHPIECHEESI= Common Sense

Be aware of public visibility of PHI on computer screens, paper
records. Clear screens & sign off when you leave the work
area.

Never leave unattended medical information in a room with a
patient or family member (i.e. paper record, computer screen).

Shred documents containing PHI or discard in blue recycle bins.

Be aware of and limit verbal communication involving patients in
pub;lc areas (i.e. clinic desks, cafeteria, hallways, elevators,
etfc).

Do not leave messages on answering machines regarding patient
information or test results.

Password protect your computer, handheld devices. Do not
share, write down or post your password. Protect your
password!

Never leave laptops or handheld devices unsecured.




HIPAA Guidance

ID@IN@F Access PHI for Personal Reasons

MEN G GWIRENIgICHMEWERNS Not Meant te e mclusive, but to
gveexempIEsSteiVIISIUSEE eif PHIor personal reason.

Accessinglyourtown hiealthiinformation
(Elecironic/Paper)

LCooking up birthitdates, addresses| appointments, test results for
family) friends) neighbors

Reviewing the record of' al patient; out: of concern or curiosity
Looking up: a staff member'si medical or financial information

Discussing patient: information with family, friends, other staff when
it is not related to your job

Reviewing patient record to use information in a personal relationship

Compiling a mailing list from hospital records for any reason, except
as defined by your job duties




HIPAA

e For questions or concerns regarding
privacy or security, contact:

— Your Instructor

— The healthcare facility
« Unit manager
» Corporate Compliance Officer
« Security Officer




